Gordon State College

Incident Response — Technical Procedures

Reference USG IT Handbook Section 5.3

Level

US-CERT Incident Reporting
Guidelines

Immediately call the ITS Helpdesk, **706-583-2001** or **1-888-875-3697** (Toll free within Georgia).

2. Step away from the computer; do not touch it or take any other action until advised by GSC IT or

other Cybersecurity officials.

3. Do not attempt to login, or alter the compromised system or power it off. These actions will delete

forensic evidence that may be critical to your incident.

4. Remove the system from the network by unplugging the network cable or disconnecting from the

wireless

5. Do not talk about the incident with any other parties until you are authorized as part of the process. \

Federal Incident Reporting Guidelines
https://www.us-cert.gov/government-
users/reporting-requirements

Gordon State College Incident Response
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